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So, Whose Client Is It Anyway?

Regulation S-P Impacts That Answer

By Shane B. Hansen

0 you contemplate changing
D firms? Do you expect to bring

your clients with you to the new
firm? Can you document each client’s con-
sent for you to have, use and share that
client’s nonpublic personal information
with the new firm? Representatives—this
includes financial planners, investment
adviser representatives and registered rep-
resentatives—should consider steps to
obtain and document each client’s consent,
while remembering their duty of loyalty to
their current employer under state
common law.

For firms, do you allow representatives
to have copies of client information when
they leave? Does your privacy notice say
s0? Can clients opt out of this sharing of
personal information? Can the firm
enforce a client’s decision to opt out by
compelling a representative to disgorge the
client’s information when he leaves? When
recruiting, do you ask candidates to show
they have their clients’ consents? Do your
written compliance and supervisory proce-
dures cover these issues?

Privacy Concerns and the SEC

To address consumer privacy concerns,
Congress enacted Title V of the Gramm-
Leach-Bliley Act of 1999 (GLB Act). The
Securities and Exchange Commission
(SEC) implemented those statutory man-
dates in Regulation S-P, Privacy of Con-
sumer Financial Information, as did the
Federal Trade Commission and the federal
banking regulators with similar regula-
tions. Under the GLB Act and Reg S-P,
every “financial institution” must have and
deliver a privacy notice to clients served by
the firm. As an individual, a representative
cannot have a separate privacy notice.

A growing number of states also have
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Without each client’'s consent, the firm recruiting a
new representative may be aiding and abetting a violation

of Reg S-P

consumer privacy laws focused on the
insurance, securities and banking indus-
tries. Some state privacy laws require an
affirmative opt-in before information can
be shared with a nonaffiliated third party—
privacy notice disclosure and opt-out is not
sufficient.

In a pending SEC administrative
enforcement action (www.sec.gov/
litigation/admin/2007/34-56316.pdf), the
agency alleges violations of Reg S-P when
representatives changing brokerage firms
have and use their clients’ information to
contact and assist clients with account
transfers to the new firm. If the SEC’s
enforcement position is upheld, it will
apply consumer privacy regulation in ways
no one in the securities industry expected.

According to the SEC, once a representa-
tive departs her current firm, the represen-
tative immediately becomes a “nonaffiliated
third party,” a defined term in Reg S-P. From
that point, without a client’s prior consent,
the representative’s possession or use of any
client information obtained while at the
former firm is a violation of Reg S-P.

Without each client’s consent, the firm
recruiting a new representative may be
aiding and abetting that violation of Reg S-P
if it assists the representative to organize
her client data or to prepare account-
related forms, according to the SEC. And
the former firm may also have violated that
regulation by failing to disclose its practice
of allowing a departing representative to
keep client information, and by not provid-

ing clients with the opportunity to opt out
of that information sharing.

The SEC’s enforcement position was
never raised in its release proposing Reg S-P
or the release adopting it. Nor has it been
subsequently raised by the SEC or other
regulators in any published or spoken guid-
ance until this SEC enforcement action.
This “rulemaking by enforcement” does
not give the industry or the public a formal
opportunity to provide input about the
unintended consequences to clients and
their account transfers.

Consent and Consequences

A client’s consent to a departing representa-
tive's having nonpublic personal informa-
tion and sharing that information with a
new firm must be either explicit or implied.
It may be implied from a disclosure in the
former firm’s privacy notice, when coupled
with the opportunity to opt out of the infor-
mation sharing. Virtually no broker-dealer’s
or adviser’s privacy notice says that the firm
allows representatives to continue using
clients’ information when they join another
firm, so each client’s consent must be
explicitly obtained.

Obtaining explicit consent requires con-
tacting each client before the disclosure or
use of that client’s information occurs. A
written record of each consent needs to be
created—typically a written consent form,
but a standardized telephone script and
call log may suffice because no specific
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